W 1384 



o 
o 

CM 



QC 
LU 



00 

o 

CM 



8 

CM 

} 


/OLATILE 
MORY 




o m 





o 

CM 



CD 
O 
CM 



LUH 

y— Q- 

oo 



o 

CM 



2 

I — 

S 



LU QC 
^ LU 

LU 

O 



CO 

o 

CM 



Q C3 

^ t? ^ 

§ Z LU 

Si8 

o 

A 



UL 



o 
o 





CO 
O 






LO 
O 

1 


^- 
o 


/OLATILE 
MORY 




m 

WON 






<: 
o 



a: 



o 



cc 






UNTE 




IMER 


O 






o 







CO 

o 



I 



0_ 

QC 
O 
LU 
Q 



CM 
O 
CM 













O 




O 








1— 




>-6 






o 


LU QC 




> 




^ LU 












o 




LU 








O 




LU 


I 

CD 




O 





CM 
O 



o 

ft 



o 5 

O <£ 

a: 



* o 



CM 

CD 





CONTENT 
TRANSMITTING DEVICE 



FIG. 3 



100 



5 



(AUTHENTICATION 
KEY GENERATION) 

(EXCHANGE KEY 
GENERATDN) 



(RANDOM NUMBER 
GENERATION) 

(SHARED KEY 
CALCULATION) 



(KEY REVOCATION) 



CONTENT 
RECEIVING DEVICE 

^200 



REQUEST AUTHENTICATION 



RECEIPT ACK 



REQUEST AUTHENTICATION 



RECEIPT ACK. 



AUTHENTICATION RESPONSE 



AUTHENTICATION RESPONSE 



RECEIPT ACK. 



SEND EXCHANGE KEY 



RECEIPT ACK. 



RANDOM NUMBER TRANSMISSION 



RECEIPT ACK. 



REQUEST FOR CONTENT 



RECEIPT ACK 



SEND ENCRYPTED CONTENT 



(END OF TRANSMISSION) 



(AUTHENTICATION 
KEY GENERATION) 



(EXCHANGE KEY 
CALCULATION) 

(RANDOM NUMBER 
CALCULATION) 

(SHARED KEY 
CALCULATION) 



o 

CD 



LU 



00 

o 

CO 



CD 

o 

CD 



LUh- 
l-CL 

oo 

^OC 



O 
O 
CD 



















2: 





o 
\— 

s 



ID 

o 

CD 



>-< 
LU CC 

^LU 

z 

LU 



O 
CD 



Q_ 

>- 
CC 

o 

LU 
Q 



CD 
O 
CD 



^1- 



CM 
O 
CO 



CO 

o 

CO 



is 
IP 

o 



^ ^ 
LlJ S ^ LJJ 

o °- 

o 



+ 



o 
o 

LD 



LD 
O 
LD 

1 



O 

LO 



i 



DC 
O 



Oi 
O 

LO 



o 



O 

LO 



J 


1 
f 




k 
f 


Q 










LU 




nr 


Z> 




IMEI 


O 




h- 


O 









>■< 

UJ CC 
^ LU 

LU 

o 



EP 

GRAPHY 
:SSING 




WIRELESS 
NETWORK 
COMMUNICATION 
PROCESSING 


CRYPTO 
PR00E 





0- 

>- 

CC 

o 

LU 



CD 
O 
LO 



CO 
O 
LO 



I 
CO 

o 

LO 



C\J 

o 

LO 



O 
LO 



CD 





CD 




